detect a new data object 



determine an availability of one or more user 
devices to store the new data object in 

response to the detecting 



establish a communications session with at 
least one available user storage device 



send the new data object to the at least one 
available user storage device for storage therein 



FIGURE 1 



Operations performed by Data Acquisition 
Device (DAD) 




detect new data object 




Yes 



304^ 



perform connection routine to connect to 
online connection service 



301 



receive list of registered user storage 
devices currently available to receive new 
data object 



308 



I 



establish a communications session with a 

user storage device from the list in 
accordance with a predefined data transfer 
procedure associated with the user storage 
device 



310^^ 



send new data object to the user storage 
device 



FIGURE 3 



Connection Routine to Connect to Online 
Connection Service 



400 



retrieve network address (e.g. URL) of online 
connection service 


} 


r 


establish session with connection service using the 
network address 


} 


r 


send device authentication information 




No 


} 


I A06 



4oe 




Yes 



perform authentication failure procedure 



402 



104 



FIGURE 4 



User registration procedure 
performed by the online 
connection service 



receive registration request 


1 





create user profile 



V 



store user profile 



FIGURE 5A 



Device registration procedure 
performed by the online 
connection service 



500B 



receive registration request including unique 
device identifier and device information 



create device profile associated with the current 
user 



502B 



504B 



store device profile 



FIGURE 5B 



Data Transfer Procedure 



select one of the user storage devices on the list 



establish a communications session with the selected 
priority user storage device on the list e.g. through a 
proxy or a peer-to-peer connection 



send authentication information to the user storage 
device 



608 




No 



Yes 



send new data object to the user storage device 




FIGURE 6 



Operations performed by the online 
connection service to initiate a session 
between a DAD and a user storage 
device 



700 



establish a communications session with a DAD in 
response to a connection request from the DAD 


y 


f 


perform authentication operation to authenticate 
the DAD 


\ 


, 704 



702 




determine user profile associated with the DAD 


\ 


f 


retrieve user storage devices for the user 


\ 


r 


determine currently available user storage devices 
based on presence information 


y 


f 


determine communications protocols for currently 
available user storage devices 



IS 



08 



J10 



712 



-714 



generate list comprising a selection of one moi 
use storage devices 



16 



send list to DAD 



18 



706 



perform authentication 
failure procedure 



FIGURE 7 



Operations performed by user storage 
device 



send presence information to online connection 
service 


} 


r 


receive connection request from a DAD 


} 


r 


perform operations to authenticate the DAD 


1 


L 306 



^00 



802 



/ 



804 



308 




perform 
authentication 
failure procedure 



^^10 



send authorization to DAD 



receive new data object from DAD 



store new data object 



12 



14 



FIGURE 8 



906 



900 



Display O- 



908 



91 



User 
Input 



916 



902 



Processor 



£ 




914 



Application 
Software 



Memory 



Operating System 



Network(s) 



3 



Mass 
Storage 



910 



FIGURE 9 



